ILLEGAL ATTEMPTS to GAIN CARD INFORMATION

Below are a few examples of recent phishing attempts to gain information about
your account. DO NOT RESPOND to these sites or enter any information into
them. These sites are not associated in any way with MetaBank. A few helpful
pointers are listed below to help identify a phishing attempt.

e Look at the URL in the Address Bar to identify the source of the website

e Hover over any links or buttons and look at the status bar in the lower left-
hand corner to identify the source of the link or button

e Look at the email address the email came from

e Look for typos

e When in doubt, go to www.bankmeta.com for contact information.

ﬁetaBank@.

» Online Banking - Please enter your Online Banking and Password.

Access ID: | Password: |

» Credit Card Information - Please enter your Credit or Debit Card where refunds will be made.
Credit Card Number: |

Expiration Date: I Month ;] ,.-I-Year-;l
PIN: [
Cvv: I

Submit Information |



http://www.bankmeta.com/
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Case ID Number: MB-571-827-921

Protect Your Account Info

Security Measures

Full Name: Make sure you never provide your
Email Address: password to fraudulent persons.
MetaBank actomatically encrypts you
Zip Code: confidential information using the
Secure Sockets Layer protocol (SSL)
. th an encryption key length of 128-
Card Number: wit ¥ ¥
bits (the heghest level commercially
Expiration Date: Month ¥ /| Year ¥| (e« 01/2009) available).
For more information on protedting
Card Venfication Number (CVV2): yourse¥ from fraud, please review o4
[ ———— e e e v Securty Tos &t
PIN Number: Personal ldentification Numbes hetps://bankmeta.comy/Default.aspx?
c=Privacy

| SubmitForm

By dlicking the button "Submit Form” you confirm your identity with us. The form is submitted instantly. You should never give your Internet
Banling password to anyone, include
MetaBank employees,

Protect Your Password

Your session will be closed after you venify your information,
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From: MetaBank [malm:semg nlineuﬁe.cum
Sent: Tuesday, D m H

Ta: Ted
Subject: Online Survey - Ad{ 505 Yo your account in 2 minutes!

MetaBank &

Dear MetaBank customer,

You have been selected to take pm in our nation-wide survev, If vou choose

to participate we will credit 505 1o vour account just for vour time,
hitp:/109.1.23.70.104 'S-UN:;«'
Your Gpﬂmﬂl'l lp.ehldl‘ud:ﬂﬂ')’.'l'."fﬂ.ﬁ.'fﬂzﬁrr1Ig\‘.wum.n133 customer feedback for
service improviyiisjra217
Click to follow link
Take the survey
Note - The information we gather from this survey will not be handed
down to any third party.
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© Metalank will pdd §30 cradt B your Bicount just for Lakong part m our uack 3 quEition survey,
O Only i durndy pi Crd m BBSwned, ¥ you Gwn mudtiple cards yow SBn rur the ufvay B o each.
© Cheose ong answer from each kst below,
Wad
D yois kivirar what are The différences between Intersel Banking and PC | havv an idaa
Banking? Pogedy
Ma
Do you know what types of bills cam be pasd using MetaBank Bill Paymsent ;::‘. of hasn
Sarvice? o
[riore
How many active cards do you/vour family heve /wse? 1
2
3, ot mone
Harwd yom ever been unsatisfied by cor services and coniidered changing [Yas
bands? Pda
[wary Sanshed
Orverall, how setisfled sre you with the services provided by HetsBank? m;::rgﬂmu
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